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Defining Data Breach
[bookmark: _GoBack]First, a data breach, according to the US Department of Health and Human Services, is a “the illegal use or disclosure of confidential health information that compromises the privacy or security of it under the privacy rule that poses a sufficient risk of financial, reputational, or other type of harm to the affected person” (Seh et al., 2020). Put differently, it is an act involving an exposure of confidential, protected or sensitive data to unauthorized persons. Data breaches occur when unauthorized sharing of information is done, data leakage, purposeful stealing or unintentional disclosure of data occurs (Wheatley et al., 2015). In healthcare settings, most of data breaches involves theft or loss of portable devices such as USB drives, laptops and tablets among others. However, targeted attacks by hackers are also not uncommon. When data breach occurs, it is a cybersecurity incident or attack that could be costly to a health institution and immediate audit is required to determine the impacts and costs of associated with the breach (Wang et al., 2019). Often times, health institutions have faced lawsuits resulting to data breaches which would been either deliberate or unintentional. An example of data breach to HIM could be when an individual steals engages in medial identity theft, stealing patient’s personal information to launch fraudulent claims to the health insurers (Mancini, 2014). 

Penalties for Data Breaches & Related Legislation
Under the National Conference for State Legislatures, there are different forms of civil penalties for breaches of data breaches, such as a fine not exceeding $1,000 for such violations or reasonable belief that an individual has done so.  The section 28-51-105 of the Idaho Code however charged a stricter punishment of fines not exceeding $25,000 for every data breach count to violators (Digital Guardian, 2018). Similarly in New Mexico, courts may levy a civil penalty an amount up to $25,000 for data breach violations. In Alaska, civil penalties associated with data breaches could range between $500 and $50,000 pursuant to the state’s statute 45.48.010 of the 2008 Personal Information Protection Act (IT Governance USA Inc., 2020). In the 2006 revised statutes of Arizona, data breach violations attract civil penalties as high as $10,000 and $50,000 depending on the extent of the breach. In Hawaii, there are lower penalties of up to $2,500 for breaches as stipulate by 487N-1.  Further on, the Department of Legal Affairs in Florida requires breach notifications be made to owners of data, lest $1,000 be accorded for every single day it is unreported for 30 days (IT Governance USA Inc., 2020). Beyond 180 days, the penalties could be up to $500,000. 

Importantly, the main legislation offering guidance and basis for penalties is the Health Information Technology for Economic and Clinical Health (HITECH) Act which came into existence in 2009. One of the key provisions is that any data breaches affecting 500 or more persons needs to be notified to the Department of Health & Human Services and the media (Burde, 2011). Under this Act, the civil penalties associated with willful neglect accrues fines up to $250,000 initially but would rise up to $1.5 million should such actions of date breach fail to be corrected (Burde, 2011: Smith, 2016).  The Act empowers the HHS to undertake periodic audits to entities and enterprises to ascertain levels of data breaches. Nonetheless, HITECH grants patients a right to see their electronic data and can offer exclusive permission for third parties to get access to their electronic records and reports (Smith, 2016). As crucial stakeholders, the management of health institutions should ensure compliance to the provisions of this Act including keenness in engaging third-party vendor to dispose data.  In addition to HITECH, there is the Gramm-Leach-Bliley Act (GLBA Act) that tasks financial institutions to explain their storage and sharing of consumers’ private data (De Groot, 2019). While the law largely applies to the finance market, health institutions are affected too such as when they charge interests to the long-term payment plans of the patients. If data breaches occur, the provision of GLBA Act have to take charge. 

Interventions to Prevent Breaches
Depending on the scope of an institution’s health information management, there are diverse ways to prevent data breaches. The following are five ways to prevent incidents and attacks related to data breaches. First, institutions need to be proactive and implement regular security risks analysis programs to detect and repair data breach vulnerabilities (Applied Medical Systems, 2020). In essence, the HIPAA Security Rule supports frequent risk analyses to improve and fortify security measures. Secondly, institutions need to properly vet and scrutinize partners to ensure they work with trusted people. From coding to billing and data transcription, the third-party providers can offer vulnerabilities to data breaches. Therefore, regular and thorough reviews can help improve the data security. Additionally, health institutions need to continually educate and train staff on data management. For instance, skills from training will ensure they have more situational awareness and keen enough to detect areas of vulnerability (Applied Medical Systems, 2020). In adding to the training component, healthcare employees need to have better monitoring of the mobile devices and even paper records. For example, they should not leave the devices or medical reports unattended to. Also, logging off is crucial especially for shared devices such as personal computers. Finally, health institutions need to seek avenues that further limit access to patient records (Applied Medical Systems, 2020). User permissions and passwords should be regularly updated and adequate notices provided to ensure no unauthorized persons gain access to data areas. 


Recent Cases of Data Breaches
In recent years, the prevalence of data breaches has increased increasing the cost of data management.  Drawing from the HIPAA Journal, which reports breach incidents, between October 2009 and same period in 2017, 2,181 incidents were reported involving over 176 billion records (Applied Medical Systems, 2020). Some of the recent cases include the hacking of American Medical Collection Agency, a billing services vendor between August 2018 and March 2019. For Quest Diagnostics, it was estimated that up to 12 million patients were affected where their social security numbers and other personal details were acquired (Davis, 2019). Then, 7.7 million more patients from LabCorp were also affected among others. In addition to that, Dominion Nation, a medical insurer also reported a 9-year long hack on its main servers affecting records of over 2.96 million patients (Davis, 2019). The breach which was uncovered in April 2019 had been ongoing since late 2010.  Further on, there was a case of server misconfiguration at the University of Washington Medicine towards end of 2018 that led a breach involving 974,000 patients. Finally, 1.57 million patients were affected when the Inmediata Health Group suffered a series of data breaches in early 2019 where personal data and demographic details were stolen (Davis, 2019). 
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